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RE: City of Scranton Gas Card Audit Services for the period April 2016 through March 2019

To whom it may concern,

The City of Scranton has requested Gas Card Audit Services for all gas card activity for the period
April 2016 through March 2019.

The objective for this engagement was to assess the design and effectiveness of internal controls
over the Gas Card Program including the policies and procedures, controls in place and to
determine the design and operating effectiveness of those controls identified. This was
requested in order to ensure that the administration is properly guarding against potential fraud
waste and abuse with regard to the vehicle fleet.

’

I'have included in this report my findings and recommendations relating to the Gas Card
Program for the City of Scranton and all gas card transactions for the period April 2016 through
March 2019. | have omitted from this report transactions and information relating to former
Fire Chief Patrick Desarno because my review and findings for his gas card usage was included in
a separate report issued on February 7, 2020.

My findings and observations are based solely upon the discovery and examination of
information provided and made available to me by The City of Scranton and publicly available
information. Upon my engagement, | devised a work plan in accordance with the scope of the
engagement that was used to create a request for documents and identify City employees for
interviews. My requests were those that | believed reasonable with our examination and
consistent with our scope. A significant limitation to my examination was the inaccuracy,
unavailability and/or non-existence of reliable documentation. Should additional information
become available, that was not provided at the issuance of this report, | reserve the right to
modify or supplement my report to reflect consideration of such additional information.

| was not engaged to conduct an audit of The City of Scranton under Generally Accepted
Auditing Standards and accordingly do not express any opinion regarding The City of Scranton’s
financial condition or the financial or financial statement impact, if any, of our findings.

Sincere]ly,
/

Arth




Understanding and Documenting the Process

In forming our opinion and documenting our findings we reviewed all gas usage transactions for the
period examined within the scope of our engagement. Our process included:

e Conducting interviews with the appropriate representatives to discuss the scope and
objectives of the project, obtaining preliminary data and establishing working
arrangements;

e Conducting interviews with key personnel to obtain a detailed understanding of the gas
card processes;

e Documenting flowcharts of the processes;

¢ Reviewing applicable policies and procedures;

e Performing walkthroughs to gain an understanding of the functions and to assess the
design of internal controls;

e Developing a risk-based work plan for the evaluation of the design and operating
effectiveness of processes and controls, based on the information obtained through our
review, inquiry and walkthrough procedures.

Summary

During the period of examination, we were provided a list of 78 gas cards used by the City of
Scranton. (Attachment 1). There is a reasonable variability in that there may be more or less
cards in use since cards may be issued or cancelled on a month to month basis. The City of
Scranton uses gas cards and City-owned vehicles to provide public services such as police, fire and
public works services to the community. During the period reviewed, the City of Scranton issued
Sunoco Gas Cards with WEX Commercial Card Services to purchase gas for City-owned vehicles
and equipment.

Vehicles are used by employees in multiple departments, including Police Department, Fire
Department, Department of Public Works (DPW), Information Technology Department, Parks and
Recreations Department, Permit Department and the Mayor’s Office. Vehicles are also used for
administrative purposes, such as transporting employees to training sites and between office
locations.

City vehicles generally fall into three categories:

e Pooled Vehicles - Vehicles available for daily use to various employees.

* Assigned, Daily-Use vehicles — vehicles that are assigned to an individual employee
but not available for take-home use.

¢ Assigned, Take-Home Vehicles — Vehicles assigned to an individual employee and
allowed to be taken home by that same employee. Vehicles considered taxable as a
fringe benefit are included in this category. (Attachment 2).

During the period examined, the process of receiving a gas card and a personal identification
number (PIN) was to make a request to the DPW Fire Mechanic who then issued the gas card to
the employee.

At the time of purchase with a gas card, the date, time of transaction, station location, gallons
purchased and current odometer reading were recorded.

Invoices for gas card usage were received monthly by the City. The invoices were signed by the
DPW Department Director, the Department of Administration, the City Controller and the Bureau
of Purchasing then processed for payment. (Attachment 3).
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Observations of Material Internal Control Weakness and Recommendations

Lack of Written Policies:

® During the period examined, the City of Scranton had no written policies and
procedures to govern its Gas Card Program or the use of City owned vehicles. The
lack of written policies and procedures increases the risk of internal misconduct
and fraud and creates an environment for waste and abuse of the Gas Card
Program.

Recommendation: | recommend that City administration issue written policies
and procedures and require a training on these procedures to all applicable
employees. Authorized users should sign a cardholder agreement indicating their
understanding of the City’s policies, expectations and employee responsibility.
Written policies should outline sanctions for misuse and consequences for failure
to follow the policies.

Lack of Control Over Issuance and Cancellation of Gas Cards and PIN’s:

e During the period examined, it was observed that there was no process in place
to issue or terminate employee PINs for the use of gas cards. Furthermore, after
discussions with City personnel, it was disclosed that it was quite common to
share PINs during the period of time examined.

Recommendation: | recommend that City administration issue written policies
and procedures outlining the authority to issue and terminate employee PINs.
These policies should address the safeguarding and confidentiality of PINs.
Employees should sign an agreement indicating their understanding of the City’s
policies, expectations and employee responsibility.

e During discussion with City administration, it was disclosed that the process of
receiving a gas card consisted of making a request to the DPW Fire Mechanic who
issued the gas card to the requesting employee. Only the Fire Mechanic’s
approval was needed. This represents a material weakness in the internal control
as a gas card could potentially be issued to an unauthorized individual.

Recommendation: | recommend that for the issuance of gas cards and or City
owned vehicles approvals be made by a higher-level administrator and supported
by a written process that ensures the chain of custody, accountability and
internal control.
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e During the period of time examined, there were no cardholder agreements
signed by employees receiving gas cards. Without a written employee signature,
there could be no guarantee as to who actually received the card.

Recommendation: | recommend that all gas cards received by employees be
accompanied by an acknowledgment of receipt to ensure the intended employee
actually receives the card. These signature cards should be maintained by
appropriate City personnel.

Lack of Transaction Monitoring by Administration:

e During the period of time examined, it was observed that there were instances
where gas cards were used to pay for non-gas merchandise. (Attachment 4).

Recommendation: | recommend that gas card use be restricted to the purchase
of gas only.

e During the period examined, it was observed that mileage records were not kept
in vehicles and gas cards were used to purchase gas for multiple vehicles.
Furthermore, “unassigned cards” are cards kept at various service stations and
could be used by anyone who shows a City Employee Identification and has a
PIN. Since the vehicle being filled is not identified, the potential for filling non-
City vehicles exists.

Recommendation: | recommend that a written policy include the assignment of
gas cards to specific vehicles and not individual employees. “Unassigned” gas
cards should be completely eliminated.

e During the period examined, odometer readings entered at the gas pump
frequently were input inaccurately. Even a minimal review of the transactions
would have disclosed inaccurate mileage input.

Recommendation: | recommend that a written policy for gas usage require
separate mileage logs. Furthermore, employees receiving gas cards should be
required, as a matter of policy, to enter the proper odometer reading at the

pump.
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During the period examined, it was observed that transactions on the monthly
gas invoices were not reviewed. Although, multiple signatures were required on
the invoice in order to process the payment, none of the individuals reviewed
the transactions or the invoices. Even a minimal review of the transactions
would have disclosed inaccurate mileage input and multiple transactions being
processed on the same day by the same employee. Minimal review would also
show that gas cards were being utilized out of the City of Scranton and in other
States including but not limited to: New York, New Jersey, Maryland, Virginia,
South Carolina, Tennessee, Indiana and Ohio.

Recommendation: | recommend that a written policy include a process for
transaction monitoring and accountability before the invoice is approved for
payment. The initial person who approves the invoice should ensure that the
process is followed and transactions have been reviewed and reconciled by the
appropriate individuals.

During the period examined, it was observed that gas cost had unusual
escalation, especially for the years 2017 and 2018 (2016 and 2019 were partial
years). (Attachments 16 — 16E). It is apparent that no financial analysis on gas
card usage was conducted in a responsible manner because the gas card charge
escalations were significant. A review of the gas card usage would have
identified that the cost escalation required an explanation, especially the
“unassigned” gas cards, which accounted for the highest monthly cost for the
period examined.

Recommendation: | recommend a position review gas charges monthly and run
comparisons. Variances above a reasonable percentage should be investigated.

During the period examined, it was observed that Invoices on gas card usage
were signed by the DPW Department Director, the Department of
Administration, the City Controller and the Bureau of Purchasing then processed
for payment. (Attachment 3). In discussion with DPW Director Dennis
Gallagher, he indicated that signing the gas card invoices was an assignment
given to him with no direction. He approved the invoices without reviewing the
transactions because he had no way of verifying or confirming the purpose or
legitimacy of the transactions. Clearly no other signatories reviewed the activity
either.

Recommendation: | recommend that written procedures should outline
transaction monitoring, including a regular, documented review by department
management.
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Lack of Accountability Among Departments:

During the period examined, it was observed that department management (i.e.
Fire Chief, Police Chief, etc.) were not required to review or monitor monthly gas
card transaction details for their own department. Because department
management is in the best position to recognize and provide oversight for the
gas usage within their own departments, they should be provided a copy of the
usage for review. This weakness invites abuse and misuse of gas cards since the
individuals who could provide the best oversight are prevented from reviewing
their department’s usage. As previously noted, all invoices go to the DPW
Director who is not in any position to determine appropriate usage. During my
examination | provided a list of questionable transactions to Fire Chief Lucas
(attachment 5), Police Chief Graziano (attachment 6) and DPW Director
Gallagher (attachment 7) for their own department. Although the individual
transactions could not be confirmed, Fire Chief Lucas and the DPW Director
stated that “overall” the transactions did not seem unusual. Police Chief
Graziano however, maintained contemporaneous records within his department
and although he could not confirm each transaction, he was able to confirm the
business purpose and location for the officer at the time the transaction was
initiated. (Attachment 8A and 8B).

Recommendation: | recommend that each department receive a copy of the
monthly usage for their own department for review and approval, thus bringing
accountability to department management for usage within their own
department.

Lack of Oversite or Control Over Excess Gas Cards

During the period examined, it was observed that a gas card for “Car-22" was
listed on the invoices. Following discussions with Fire Chief Lucas it was
discovered that Car 22 does not exist as a vehicle. It is an extra gas card held
and maintained by Fire Captain Gabber. Fire Captain Gabber assigns this card to
staff as needed when going on trips such as training or other administrative
needs. This gas card may be used for personal vehicles that are not the property
of the City of Scranton. Receipts for use are given to the Fire Captain and
retained by him. This presents a clear internal control problem in that the Fire
Captain maintained both the records and the use of the card. In a situation like
this, there exists no oversight and the potential for abuse and misuse is present.

Recommendation: | recommend a monthly reconciliation for this card with
attached receipts be submitted for approval to a higher-level administrator.
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Potential Non-Compliance with IRS Regulations Concerning the Personal Use of City-
Provided Vehicles and Gas

e During the period examined, it was observed that the City of Scranton had no
established policy or process for reporting or taxing the fringe benefits of
Assigned Take Home Vehicles. In discussions with Human Resource Personnel, it
was verified that W-2 wages did not include a taxable fringe benefit for the
personal use of these vehicles resulting in an understatement of taxable wages.
Employees identified as driving vehicles considered taxable as a fringe benefits
are listed on attachment 2.

The burden of substantiation for records regarding business and personal mileage is
the responsibility of the employee. Employees are required to keep
contemporaneous records separating business and personal usage, even in the
absence of a written policy by the City.

“Separate records for business and personal mileage are required. IRC 274(d) If records
are not provided by the employee, the value of all use of the automobile is wages to the
employee”.

“Reg. §1.132-5(b) If records are provided by the employee to the employer, only the
personal use of the automobile is wages to the employee.”

Recommendation: | recommend that the City of Scranton follow Internal Revenue
Service guidelines and determine the appropriate way to value the taxable fringe
benefit and ensure complete tax compliance by correcting the payroll tax filings for
the periods examined.

e For the period examined, | compiled all gas activity for the individuals identified
as driving an Assigned — take home vehicle considered taxable as a fringe
benefit. (Attachments 9 - 15).

® For the period examined, | provided Fire Chief Allen Lucas (previously assistant
Fire Chief) with all of his gas card activity. Questionable items were highlighted
and he was asked to review the transactions and elaborate on the highlighted
items. Fire Chief Lucas indicated that transactions after 12/2018 were not his
transactions. In communication with Fire Chief Lucas he indicated that these
transactions were most likely initiated by former Fire Chief Desarno. We did not
receive a response for any other transaction questioned. (Attachment 9).
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For the period examined, | provided Police Chief Carl Graziano with all of his gas
card activity. Questionable items were highlighted and he was asked to review
the transactions and elaborate on the highlighted items. Police Chief Carl
Graziano did maintain contemporaneous records and was able to provide a
response for each transaction questioned. (Attachment 10). Police Chief
Graziano stated in an e-mail:

“In regards to my gas inquiry | have highlighted the responses in the
excel spreadsheet that you forwarded me. | feel | must note that while,
as the Chief of Police, | have full access (according to past practice and
the take home car policy, section E.) to the vehicle assigned to me
however it has been my own personal practice not to use that vehicle for
anything other than city business. Even at that | still do not always utilize
the city vehicle for all the city business (especially the last 2 years or so)
that | attend to and that is evident based upon my current mileage
(14,000) for a vehicle assigned to me for the past four years. For the
highlighted days in question | was able to look into my phone calendar
and/or our reporting system to determine where | was at for those days.
Outside of responding to scheduled events (up to 7 days a week) as Chief
of Police and responding to unplanned emergency incidents outside of
normal work days (homicides, serious incidents, incidents/injuries
involving officers, etc.) that | must respond to, as a personal practice it is
not uncommon for me to come into my office for a few hours on the
weekends and on other scheduled days off as | find that is when I can get
the most paperwork done as there is no scheduled meetings or staff
interruptions those days. For example | was on a vacation week the end
of December (2019) and | worked four of the five days of my

vacation. Also there are occasional times where | may be on a scheduled
day off during the day but | have work related commitments in the
evening (neighborhood meetings / committees / boards / presentations /
public events, etc.). My position and responsibilities are 24/7 which
frequently take me outside of a Monday-Friday 9-5 workday. During
these times sometimes | utilize the city car and sometimes I utilize my
personally owned vehicle”.

For the period examined, | provided DPW Director Dennis Gallagher with all of his gas
card activity. (Attachment 11). Questionable items were highlighted and he was asked
to review the transactions and elaborate on the highlighted items. DPW Director
Dennis Gallagher’s response was:

“With regards to the highlighted items on your audit review my answers are
as follows. On Saturdays and Sundays | periodically stop down at DPW to
check on garage progress on certain vehicles to evaluate it’s status. | also fill
up on those days for the week ahead if need be. As for New Years Day also a
fillup I surmise (sic). With regards to the two transactions on the same day on
3/17/17 that was the week of a 24inch snowfall | might have filled up
someone in need while out on my numerous runs to check up on snow
removal operations. City Hall was closed on Tuesday and Wednesday of that
week due to the severity of the winter storm”.
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Conclusion of Findings

The City administration failed to perform its fiduciary responsibility to the taxpayers of Scranton
to safeguard their money from abuse and misuse. Monthly fuel costs are significant in so far as
they average between $15,000 to $20,000 per month. Either there was a total disregard on
behalf of administrators, department management and employees, or they did not understand
that this was taxpayer money and should be responsibly spent for the benefit of the taxpayer.
Either way they benefitted themselves at the expense of the taxpayer.

Pooled vehicles and assigned daily use vehicles had significant amounts of irregular activity.
However, department management, were unaware because they were not provided reports or
copies of activity for their own departments. This detachment from the data takes away any
accountability for the oversight of the gas card usage within their departments. Consequently,
the DPW Director, who was the first signature for all fuel Invoices, indicated that he neither
reviewed the activity for any department nor questioned the fuel card usage. He simply signed
the invoice without review. It is quite apparent that no other position signing the invoice
reviewed the activity either. By the signing the invoices, the signer implicitly endorses that he
reviewed the activity and approved the use. Therefore, all signatories are accountable for the
activity to which they sign. Minimal review would have revealed multiple transactions on the
same day by the same employee, inaccurate odometer readings entered, transactions out of the
City and State, holiday and weekend activity and misuse. Furthermore, cards were shared, PINs
were shared and the City administration did not know at any given point in time how many gas
cards were active.

In my opinion it is not likely that the City of Scranton would be able to recapture funds for the
misuse of the gas cards for pooled vehicles or common vehicles. Unauthorized use cannot be
distinguished because usage was not reviewed or provided to department management and
there was no written policy specifying the allowed use or restriction of the gas cards.
Furthermore, the sharing of cards, PINs and the use of “unassigned” cards make it impossible to
identify the person or the vehicle to which the transaction was for.

In my opinion vehicles assigned as take-home vehicles are an additional benefit and, in most
cases, have no defined benefit to the City or its residents. City Management should clarify the
purpose of take-home vehicles and justify what vehicle assignments are necessary to perform
official City business. In order to ensure the prudent use of taxpayer dollars, take-home vehicles
should have a defined benefit to the City and its residents. As | recommended previously, the
City should revisit the process of personal vehicles and minimize the cost to the taxpayer while
not jeopardizing services.

Notwithstanding, these vehicles are a taxable fringe benefit to the individual and require
contemporaneous records to be maintained by the employee, which documents personal and
business use. It should be noted that commuting mileage is considered personal use. The
activity of these individuals has been listed. (Attachments 9 - 15). In my opinion 100% of the gas
card use should be considered personal and 100% of the benefit should be considered a taxable
wage to the individual for the years examined, unless they provide to administration,
contemporaneous written records documenting their business and personal use. The City
should work with their tax professionals and ensure that they are fully in compliance with all tax
laws.
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One notable point is that gas usage, according to the Controller’s Office, substantially decreased
after the announcement of an outside audit. Although this was not part of our engagement and
not verified, it would indicate that the departments had the ability to be more efficient and
responsible in their gas usage without reducing services to the taxpayer.
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Issued
Anzulewicz
Coggins
Murphy
Boyd
M. Lynady
Gallager
McMullen
Lynch
Fallon
Courtright
Swietnicki
O'Hora
Hinton
Oleski
Desarno
Lucas
Costa
Flynn
Joyce
Lunney
Car 22
Santoli
Graziano
Martin
Brenzel
Moran
Namiotka
Parking 1
Parking 2
SID - Mayer
SID - McDonald
SID - Spathelf
SID - Mcintyre
SID - P. Gerrity
SID - Hegedus
SID - Guila
DET - Spinosi
DET - Mclane
DET - Castellano
DET - Jones

City of Scranton
List of Gas Cards
Provided By the City of Scranton

Attachment 1
Card# Issued

47 DET - Albanesi
48 DET - Forsette
49 DET - Pappas
50 DET - Mayor
51 DET - V.Uher
52 DET - J. Gerrity
53 DET - Gilroy
54 DET - Barrett
55 DET - Lafferty
56 DET - Fueshko
57 DET - Lukasewicz
58 DET - Gowarty
.60 DET - Passmore
61 DET - K.Uher
62 DET - Denaples
64 Sunoco Station
65 Sunoco Station
67 Sunoco Station
69 Ritter

70 Garvey

71 Dombroski

72 Beahan

75 Turner

76 Michael Lynady
Tir M. Lynady

78 Flood Control
81 Flood Control
82 Neary

83 Celuck

85 Schultz

86 M. Philllips

88 B. Lynady

89 K. Eiden

90 CAR 21

91 Jenkins

92 Monahan

93 Wynne

94 Hillcoat

95 Ford Van FD

551 Mossic St
220S. 7th Avenue
1227 S. Main Street
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CITY OF SCRANTON 62 March 25, 2019

VOUCHER NUMBER DATE
Public WOrks Garages
TO: DEPT. OF ADMINISTRATION AL SO
01.-080.00085.4301

APPROPRIATION

PURCHASE ORDER NO.

APPROVED FOR
PAYMENT

MAR 27 "19

FOR: 3
: CITY CONTROALER
Gas for period of Feb. 24 to , ' March 23, 2019 CITY OF SCRAN!ON

\ ¥V ¥ $15,040.23

1 APPROVED - BURE .PRD El VLIHEAU' F PUR AMOUNT APPROVED
\A %%/% ¢ '@ OROMAA !)(efmmu!g'.ﬂ
APPROVED - % APPROVED - DEPT. OF)AD%T N APPROVED - CI [+ TROLLER
TREASURER'S COPY
. Attachment 3

Invoice Payment Authorization
Signatures
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Scranton Police Department

Superintendent of Police
Chief Carl R. Graziano

Scranton Police Headquarters
100 South Washington Avenue
Scranton, Pennsylvania 18503 B
Tel: (570) 558-8300

Email: cgraziano@scrantonpa.gov

oy Be Part of
¢ 5 The Solution

SCRANTON

March 02, 2020

John Murray
Controller
City of Scranton

Mr. Murray,

Please find the attached Excel document answering, to the best of our abilities, the indicated
fuel transactions. I have indicated within the document the requested transaction
details/assignments however a few officers/transactions on this database require me to explain
further. Officer Jason Gula is a Scranton Officer assigned full time (Task Force Officer) to the
Drug Enforcement Administration (DEA) and he works directly from their office. His
assignments take him all over the state and occasionally outside of the state. In such all of his
fuel transactions outside the city are authorized. Officer Robert Hegedus is a Scranton Police
Officer assigned full time (Task force Officer) to the U.S. Marshal’s Service and his regular
duties require him to travel outside of Scranton on many of his assigned cases. In such all of his
listed fuel transactions are authorized. Items in orange appear to be an officer signing for their
gas as well as a prior officer’s gas when the house card was not working for the previous
transaction. Capt. Lukasewicz spoke with the Sunoco stations and verified that this does occur.
Please contact me with any questions and/or concerns. I am available to discuss this further if
needed. Thank you.

Carl Graziano

Attachment 8 A
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